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ABSTRACT

Digital academic certificates require protection against unauthorized manipulation while preserving their visual
appearance. This study evaluates Bit Plane Complexity Segmentation (BPCS) as a covert identity-data
embedding layer for certificate images. The MATLAB implementation converts Pure Binary Code to Canonical
Gray Code, partitions bit-planes into 8 x 8 blocks, and embeds payloads in regions whose complexity exceeds a
selected threshold. Performance was assessed through threshold sensitivity, payload scaling, grayscale and RGB
comparison, a 40,000-bit large-payload feasibility test, consistency across five genuine certificate images, and
robustness under common image manipulations. Under pristine lossless conditions, the tested payloads were
recovered exactly and stego-image quality remained high, with PSNR values from 68.53 to 84.49 dB. On five
genuine certificates, mean PSNR was 83.46 dB with a standard deviation of 0.63 dB. Embedding capacity
declined sharply when the complexity threshold exceeded 0.5, while RGB offered additional theoretical capacity.
However, resizing, cropping, rotation, noise, blur, and brightness changes produced substantial bit errors or
extraction failure. The results therefore support BPCS as a high-capacity, low-distortion data-hiding layer for
controlled lossless certificate workflows, but not as a standalone authentication or manipulation-robust security
mechanism.
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1. INTRODUCTION

Academic credentials are increasingly issued, stored, and exchanged in digital form, which improves
accessibility but also creates risks of alteration, duplication, and fraudulent presentation. Recent research on
academic-certificate verification has therefore emphasized tamper evidence, traceability, and machine-verifiable
credentials [1], [2]. Many proposed systems rely on blockchain or cryptographic verification, but such mechanisms
address authenticity differently from a data-hiding approach that stores identity information directly inside the
certificate image.

Steganography conceals the existence of a payload inside a digital carrier, whereas cryptographic
authentication is designed to verify origin or detect unauthorized modification [3], [4]. Image steganography is
commonly assessed through the trade-off among payload capacity, imperceptibility, security against steganalysis,
and robustness to image processing [5], [6]. This distinction is important for academic certificates because a visually
unobtrusive embedded identifier may support document handling, yet it should not be interpreted as proof of issuer
authenticity by itself.

Bit Plane Complexity Segmentation (BPCS) embeds data in bit-plane regions that appear noise-like
according to a complexity threshold. Its original formulation exploits the limited visual sensitivity to changes in
complex binary patterns and can offer substantially higher payload capacity than simple least-significant-bit
substitution [7], [8]. Related image-steganography research also shows that payload location, color-channel use, and
embedding strategy can materially affect distortion and detectability [9], [10].

The practical limitation is robustness. Modern reviews distinguish conventional high-capacity
steganography from methods explicitly designed to survive compression, geometric transformation, or statistical
steganalysis [11], [12]. Accordingly, this study does not treat BPCS as a complete anti-forgery protocol. Instead, it
evaluates whether BPCS can serve as a covert identity-data embedding and recovery layer for academic certificate
images under controlled lossless conditions, while quantifying its behavior when the stego image is modified. The
contribution is an application-specific performance profile covering embedding capacity, image quality, payload
scaling, color mode, cross-certificate consistency, and manipulation robustness.
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2. METHODOLOGY
2.1. Dataset and Computational Environment

The experiment used digital academic certificate images in lossless PNG format as cover images and 8-bit
ASCII identity strings as the embedded payload. Baseline tests used one 512 x 512-pixel certificate image. Practical
consistency was evaluated on five genuine certificate images issued by Universitas Islam Negeri Sumatera Utara,
each scaled to 1000 pixels in width while preserving aspect ratio. Sensitive identifiers in the evaluation copies were
anonymized. The deterministic implementation was executed in MATLAB R2023a on an Intel Core i5 environment.

2.2.  BPCS Embedding and Extraction

a. Bit-plane Conversion: To mitigate the Hamming Cliff effect [7], the image is converted from Pure Binary Code
(PBC) to Canonical Gray Code (CGC) using gi = bi @bi+1 and gn = bn, before being decomposed into eight bit-
planes per color channel.

b. Complexity Segmentation: Each bit-plane is partitioned into 8 x 8 blocks. The normalized complexity is

calculated as:
k

(14 ZE (1)

where k is the total adjacent bit transitions (0-1/1-0) out of a maximum 112 transitions. Blocks satisfying « =
ao are classified as embeddable noise-like regions.

c. Embedding & Conjugation: Eligible blocks accommodate the secret data. If a payload block's complexity is
below ao, it undergoes XOR conjugation (a” = 1 - &) to mimic noise. Out of 64 bits per block, 63 bits carry payload
data, while 1 bit serves as a conjugation flag, eliminating the need for a separate metadata map.

d. Extraction: The decoder autonomously recalculates block complexity without a secret key, reads the 1-bit flag
to reverse conjugation if necessary, and extracts the payload until a predefined header terminates the process.

2.3.  Evaluation Measures and Experimental Scenarios

Image distortion was evaluated using Mean Square Error (MSE) and Peak Signal-to-Noise Ratio (PSNR).
These measures quantify pixel-level fidelity, although MSE-based metrics do not fully represent perceptual image
quality and should be interpreted alongside the application context [13], [14]. For an image with M x N pixels and C
channels, the metrics are computed as follows.

MSE = ——$M S0 (13, k) — K(i,j, k) (2)
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Embedding capacity was measured as both the proportion of noise-like blocks and the net payload bits
available after the one-bit conjugation flag was deducted. Recovery under pristine conditions was considered valid
only when the extracted payload was bit-for-bit identical to the embedded payload. For manipulation testing, Bit
Error Rate (BER) was calculated as the percentage of payload bits that differed after extraction. The experimental
sequence covered threshold sensitivity, payload-size scaling, grayscale versus RGB operation, a 40,000-bit feasibility
load, five-certificate consistency, and twelve image-manipulation attacks plus an unmodified baseline. The
distinction between imperceptibility and robustness follows broader information-hiding evaluations in which
successful low-distortion embedding does not imply survival under post-processing [15], [16], [17].

3. RESULTS AND DISCUSSION
3.1. Complexity Threshold and Embedding Capacity

The baseline 512 x 512 grayscale image contained a large set of embeddable noise-like blocks at low and
moderate thresholds. Figure 1 shows that the available block proportion changed only slightly from oy = 0.1 to 0.3,
declined to 47.42% at oy = 0.4, and then fell sharply to 19.05% at oy = 0.5. At ap = 0.6 and 0.7, capacity was almost
exhausted. This pattern identifies oy around 0.3-0.4 as the practical range in the tested certificate image when high
capacity is required.
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Figure 1. Embedding Capacity as a Function of the BPCS Complexity Threshold

A 96-character identity payload used only 13 blocks, so threshold changes within oy = 0.1-0.5 did not
materially change the observed distortion. Table 1 summarizes this low-load condition. All extractions were valid,
with PSNR near 75.9 dB and MSE near 0.0017.
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Table 1. Threshold Sensitivity Under a 96-Character Identity Payload

o PSNR (dB) MSE Blocks used Extraction
0.1 75.91 0.00167 13 Valid
0.2 75.89 0.00167 13 Valid
0.3 75.83 0.00170 13 Valid
0.4 75.89 0.00167 13 Valid
0.5 75.90 0.00167 13 Valid

3.2. Payload Size and Image Quality

Increasing the payload reduced PSNR and increased MSE because more cover blocks were replaced. The
short, medium, and long payloads corresponded to approximately 0.001, 0.003, and 0.018 bits per pixel, respectively.
Table 2 shows that even the 582-character test remained visually low-distortion by the reported pixel metrics, while
extraction remained exact in the unmodified stego file.

Table 2. Effect of Payload Size on Stego-Image Quality

Payload Characters Bits Approx. bpp PSNR (dB) MSE Blocks
Short 33 264 0.001 79.62 0.00071 5

Medium 96 768 0.003 75.83 0.00170 13
Long 582 4,656 0.018 68.53 0.00912 74

3.3. Grayscale, RGB, and Large-Payload Feasibility

With the same 96-character message and o, = 0.3, RGB produced a global PSNR of 79.84 dB compared with
75.83 dB for grayscale. The entire 768-bit message was accommodated in the red channel, leaving the green and
blue channels unchanged. Therefore, the higher RGB PSNR is partly a consequence of averaging zero error across
untouched channels rather than evidence of better per-channel fidelity. Table 3 reports the direct comparison.

Table 3. Grayscale and RGB Performance for the Same 96-Character Payload

Mode PSNR (dB) MSE Payload distribution Extraction
Grayscale 75.83 0.00170 Single channel Valid
RGB 79.84 0.00068 768, 0, 0 bits (R,G,B) Valid

The extended feasibility test embedded 5,000 characters, equivalent to 40,000 bits, at o = 0.3. In grayscale,
the payload occupied 635 of 32,768 total bit-plane blocks, corresponding to 1.94% block utilization. In RGB, the same
payload still fit within the red channel. This test demonstrates substantial capacity headroom for textual metadata,
but it should not be interpreted as an experimentally established absolute saturation limit.

3.4. Consistency Across Genuine Certificate Images

Five genuine certificate images with different layouts and owner records were evaluated at a, = 0.3 after
proportional scaling to 1000 pixels in width. All five payloads were recovered exactly in the unmodified PNG files.
The mean PSNR was 83.46 dB with a standard deviation of 0.63 dB, and the mean MSE was approximately 0.00030.
Table 4 shows the certificate-level results.

Table 4. BPCS Results on Five Genuine Certificate Images at oy = 0.3

Certificate Resolution (px) Characters PSNR (dB) MSE Extraction
Certificate 01 1000 x 664 106 83.16 0.00031 Valid
Certificate 02 1000 x 667 117 83.43 0.00029 Valid
Certificate 03 1000 x 722 122 84.49 0.00023 Valid
Certificate 04 1000 x 708 131 83.44 0.00029 Valid
Certificate 05 1000 x 713 144 82.79 0.00034 Valid

The higher PSNR values relative to the 512 x 512 baseline are consistent with the lower payload-to-image
ratio created by the larger image dimensions. The small dispersion observed across these five certificates supports
within-sample consistency, but the sample is too limited to establish invariance across institutions, scanners,
compression pipelines, or substantially different certificate designs.

3.5. Robustness Against Image Manipulation
Robustness testing produced a clear contrast with the pristine-file results. Only the unmodified baseline
achieved BER = 0%. Noise, cropping, resizing, rotation, blur, and brightness adjustment changed the bit planes
sufficiently to corrupt or prevent payload recovery. Table 5 summarizes the baseline and twelve manipulation
conditions.
Table 5. Robustness of the Embedded Payload Under Image Manipulation

. Extraction
0,
Condition PSNR (dB) BER (%) status
No attack — 0.00 Intact
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Condition PSNR (dB) BER (%) Extraction
Gag;if‘gé‘g’ise' 30.04 100.00 Failed
Gaszif‘(;‘.g‘;ése' 23.58 100.00 Failed

Salt & pepper, d=0.01 24.12 19.69 Corrupted

Salt & pepper, d=0.05 17.12 50.35 Corrupted
Cropping 5 px + resize 14.22 100.00 Failed
Cropping 20 px + 11.87 100.00 Failed

resize

Resize 75% + restore 28.82 100.00 Failed
Resize 50% + restore 23.81 100.00 Failed
Rotation 2° 11.53 100.00 Failed
Rotation 5° 10.02 100.00 Failed

Gaussian blur, 0=1 23.67 83.96 Corrupted
Brightness +15 24.64 100.00 Failed

The failure mechanism is consistent with the algorithm design. Extraction depends on the received 8 x 8 bit-
plane structure and on the complexity classification of individual blocks. Pixel-level changes can alter both the
embedded bits and the set of blocks interpreted as eligible. The resulting behavior confines reliable recovery to
controlled workflows that preserve the stego file without recompression or geometric transformation.

3.6. Comparative Discussion and Methodological Limitations

The observed capacity profile is consistent with the central BPCS principle that complex bit-plane regions
can carry relatively large payloads with limited visible distortion [7], [8]. More recent steganography reviews
likewise emphasize that high payload and imperceptibility do not automatically imply resistance to steganalysis or
post-processing [5], [6], [11]. Compared with LSB-oriented approaches that modify predictable low-order positions,
BPCS offers a different capacity strategy based on complexity segmentation, while color channels can provide
additional embedding space [9], [10].

The robustness results are the most important practical limitation. Contemporary robust information-
hiding research explicitly introduces error correction, transform-domain features, or attack-aware designs to
survive compression and geometric change [15], [16]. Robust watermarking research also demonstrates that attack
resistance requires design objectives beyond pristine-image PSNR alone [17]. The current implementation includes
none of those mechanisms. Consequently, the reported 100% extraction rate applies only to the tested unmodified
lossless files, not to certificates that have been resized, compressed, photographed, scanned, or otherwise processed.

A second limitation concerns security interpretation. BPCS conceals identity data but does not
cryptographically bind that payload to the issuing institution. An attacker who understands the embedding
procedure could potentially replace hidden data in a pristine file. Academic-certificate systems that require issuer
authenticity and tamper evidence therefore need a cryptographic or ledger-based verification layer in addition to
steganography [1], [2]. Future experiments should also expand the certificate sample, report steganalysis
detectability, evaluate OCR readability after embedding, test signed or authenticated payloads, and compare BPCS
against robust watermarking or error-corrected steganography under standardized attack conditions.

4. CONCLUSION

This study evaluated BPCS as a covert identity-data embedding layer for digital academic certificate images.
Under unmodified PNG conditions, the implementation produced high pixel-level fidelity and exact extraction across
the tested payloads. PSNR ranged from 68.53 to 84.49 dB in the pristine embedding experiments, and five genuine
certificates produced a mean PSNR of 83.46 dB with a standard deviation of 0.63 dB. The complexity threshold
strongly affected available capacity, with a pronounced decline above o, = 0.5, while RGB provided additional
theoretical embedding space.

The robustness tests substantially narrow the practical claim. Common operations such as resizing,
cropping, rotation, noise, blur, and brightness modification caused partial or total payload corruption. BPCS should
therefore be positioned as a high-capacity, low-distortion data-hiding mechanism for controlled lossless workflows
rather than as a standalone anti-forgery or robust verification solution. Future work should combine the hidden
identity payload with digital signatures or authenticated encryption, add error-correction or robust embedding
mechanisms, evaluate detectability through steganalysis, and validate the approach on larger multi-institutional
certificate datasets.
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