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Abstract

Conclusion The development of the Internet of Things (IoT) has driven the implementation of smarter and
more automated home security systems. However, most previous studies have focused on direct hardware
implementation, resulting in higher costs and less flexibility in the development and testing processes. This
study aims to design and build an IoT-based home security system using Arduino Uno with Wokwi
simulation as a medium for system design and validation. The research method used is Research and
Development (R&D) with a prototype approach that includes needs identification, system design, program
implementation, simulation, testing, and evaluation. The system was developed using a PIR sensor and an
HC-SR04 ultrasonic sensor as detection devices, as well as an LED, buzzer, servo motor, and OLED as
output devices. The test results showed that all test scenarios were successfully executed. The system was
able to detect motion and objects at a certain distance, activate an alarm, automatically control the door
locking mechanism, and display real-time security condition information on the OLED. The use of Wokwi
has been proven to simplify the development process, reduce implementation costs, and increase the
efficiency of system testing before being implemented on actual hardware. The results of the study indicate
that the Wokwi-based simulation approach is effective as an initial stage in the development of an IoT-
based home security system.
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1. INTRODUCTION

In today's digital era, Internet of Things (IoT) technology is a key enabler of the Industrial
Revolution 4.0. IoT is one of the key pillars transforming the way we interact with the world around us.
IoT refers to physical devices connected to input and output devices that communicate with each other via
the internet. IoT enables real-time data collection and exchange and can be remotely controlled and
monitored using microcontrollers. By utilizing microcontrollers connected to sensors, IoT motors and
actuators can be applied in various fields such as smart farming [1]. The urgency of this research lies in
bridging this gap. In today's digital era, IoT has become one of the most important technologies driving
change in various sectors. Without adequate programming skills, students will be left behind in the ever-
advancing developments in [oT [2]. Indoor security is a crucial issue that requires special attention, both in
personal and professional contexts. Conventional physical locks have been the primary solution for securing
indoor access, but they have significant drawbacks, such as the risk of key duplication and the lack of real-
time notification capabilities[3]. The development of Internet of Things (IoT) technology has spurred
various innovations in smart home systems, particularly in security. [oT enables various electronic devices
to be interconnected via a network, enabling real-time monitoring and control. Implementing IoT in home
security systems makes it easier for users to detect potential threats such as intrusion, suspicious movement,
and unauthorized access more quickly and efficiently than conventional security systems[4].

The rise in theft and crime in residential areas is one factor driving the development of technology-
based home security systems. Conventional security systems that rely solely on mechanical locks or simple
alarms are limited in providing direct information to homeowners. Therefore, a security system capable of
automatic detection, providing early warnings, and integrating various sensors into a single system that is
easy to develop and relatively low-cost[5]. Several previous studies have developed IoT-based home
security systems using various microcontrollers such as Arduino Uno and ESP32, utilizing Passive Infrared
(PIR) sensors, ultrasonic sensors, buzzers, LEDs, and servo actuators as security mechanisms.
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These studies have shown that the integration of sensors and actuators can improve the
effectiveness of intruder detection and provide automatic responses to detected conditions. However, most
studies have focused more on direct hardware implementation, so the testing process requires relatively
expensive physical components, carries the risk of assembly errors, and is less flexible for the learning
process and initial system development[6]. This research proposes the Design and Construction of an
Internet of Things-Based Smart Home Security System Using Arduino Uno with Wokwi Simulation. The
designed system integrates a PIR sensor as a motion detector, an ultrasonic sensor as an object distance
detector, a buzzer as an alarm, an LED as a visual indicator, and a servo motor as an automatic locking
mechanism controlled by Arduino Uno. The entire design and testing process is carried out using the Wokwi
Simulator so that each system function can be validated before being implemented on real hardware[7].

Research that utilizes the Wokwi Simulator is generally only used as a medium for learning
microcontrollers or simple simulations, while its implementation as a means of designing and validating
IoT-based home security systems is still relatively limited[8]. The scientific gap in this research lies in the
lack of research that integrates the design, simulation, testing, and validation processes of Arduino Uno-
based home security systems using the Wokwi platform before implementation on actual hardware[9]. The
effectiveness of simulation as a method to reduce development costs, speed up the debugging process, and
increase the reliability of system designs has not been widely discussed [10]. The main contribution of this
research is to present an approach to developing an IoT-based home security system that is not only oriented
towards hardware implementation, but also emphasizes the use of Wokwi simulation as an effective,
economical, and easily reproducible development environment. This approach allows the design process,
program logic testing, and sensor and actuator integration to be carried out systematically with a lower level
of risk. Thus, this research is expected to be a reference for the development of an Arduino Uno-based
smart home security system while also supporting the learning and research process in the field of the
Internet of Things[11].

The development of increasingly affordable microcontroller technology has accelerated the
implementation of Internet of Things systems in various fields, including home security. The Arduino Uno
is one of the widely used platforms due to its simple architecture, open-source nature, and support from a
large developer community. In addition to being easy to program using the Arduino IDE, the Arduino Uno
is also compatible with various sensors and actuators, making it suitable for developing home security
system prototypes that have relatively low implementation costs but still deliver good performance[12].
The development process includes hardware design and microcontroller programming, similar to the
development of automated security systems that involve microcontrollers[13].

The Internet of Things (IoT) has rapidly developed as an innovative solution in various fields,
including smart lighting systems and smart home security systems. The use of more than one type of sensor
is one approach to improving detection accuracy. PIR sensors are capable of detecting human movement
based on changes in infrared radiation, while ultrasonic sensors are used to measure the distance of objects
in front of the sensor. The integration of these two sensors allows the system to perform a more reliable
detection process than if only one sensor were used. In addition, the use of a buzzer as an alarm, an LED
as a system condition indicator, and a servo motor as a door lock actuator can improve the system's ability
to provide an automatic response to potential security threats[14].

Simulation-based system design is now becoming an essential part of the Internet of Things device
development process. Simulation allows developers to test program logic, inter-device communication, and
sensor integration before the system is implemented on real hardware. This approach can reduce
development costs, minimize the risk of component damage due to circuit errors, and accelerate the process
of identifying and fixing program errors (debugging). Therefore, the use of simulators is an effective
solution, especially in research, learning, and early prototype development[15].

2. METHODS

This research employed a Research and Development (R&D) method with a Prototype approach
to design and build an Internet of Things (IoT)-based home security system using an Arduino Uno,
simulated through the Wokwi platform. The R&D method was chosen because this research aimed not only
to analyze a phenomenon but also to produce a product in the form of a home security system prototype
capable of automatic threat detection. The prototype approach enabled researchers to carry out a step-by-
step development process, from needs identification, system design, implementation, simulation, and
system performance evaluation.

The Wokwi simulator was chosen for this research because it provides a microcontroller
simulation environment that closely resembles a real-world hardware implementation. In addition to
reducing development costs, simulation also facilitates program logic testing, circuit error identification,
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and functional validation of each component before the system is implemented on a physical device. This
makes the development process more efficient, secure, and easily reproducible by other researchers.

2.1 System Requirements Identification

The requirements identification stage is the initial step in research, aiming to determine all the
hardware and software required for the system to function according to the research objectives. This stage
analyzes the function of each component, the relationships between devices, and the software requirements
used during the design and simulation process.

Based on the analysis, the developed home security system utilizes a combination of several
sensors and actuators integrated through an Arduino Uno as the control center. The PIR sensor is used to
detect human movement around the home, while the HC-SR04 ultrasonic sensor measures the distance of
objects in front of the door. Both sensors work together to increase the system's accuracy in detecting
potential threats.

In response to sensor readings, the system uses a servo motor as an automatic door locking
mechanism, a buzzer as an audible alarm, a red LED as a visual indicator, and an OLED display as a means
of communicating system status. All components are controlled using a program written in the Arduino
IDE and run through the Wokwi simulator.

Table 1. Tools and materials used and function
No Komponen Jumlah Fungsi
1 Arduino Uno R3 1 Acts as the main microcontroller that processes sensor
data and controls all output devices.
pengoperasian aktuator.

2 Sensor PIR (Passive 1 Detects human motion by sensing changes in infrared
Infrared) radiation.

3 Ultrasonic Sensor 1 Measures the distance between the sensor and nearby
HC-SR04 objects to detect approaching obstacles or intruders

4 Servo Motor SG90 1 Simulates an automatic door lock mechanism by rotating

to predefined positions.

5 Buzzer 1 Produces an alarm sound when the system detects a threat.

6 LED Red 1 Indicates active danger or alarm status.

7 OLED Display 1 Displays real-time system condition information.

128x64 12C
8 Jumper Cable As Displays real-time system condition information.
Required Connects all components in the circuit.
2.2 System Design

The design phase was carried out to define the overall system architecture, the relationships among
hardware components, the operational workflow, and the program logic implemented on the Arduino Uno.
This phase aimed to ensure that all sensors and actuators functioned as an integrated smart home security
system capable of detecting potential threats and responding automatically according to predefined
conditions.

In this study, the Arduino Uno serves as the central processing unit responsible for receiving,
processing, and controlling data from all connected devices. Two primary sensors are employed to monitor
the security condition of the house. The Passive Infrared (PIR) sensor detects human motion by sensing
changes in infrared radiation emitted by warm objects such as people. Meanwhile, the HC-SR04 ultrasonic
sensor measures the distance between the sensor and nearby objects by transmitting ultrasonic waves and
calculating the time required for the reflected signal to return. The combination of these two sensors
improves the reliability of the detection process by enabling the system to identify both human movement
and the presence of objects within a specified distance.

The Arduino Uno continuously reads data from the PIR sensor and the HC-SR04 ultrasonic sensor.
The acquired sensor data are then compared with predefined threshold values programmed into the
microcontroller. When motion is detected by the PIR sensor or when the ultrasonic sensor measures an
object within the specified distance limit, the Arduino interprets the condition as a potential security threat
and immediately triggers the corresponding output devices.

The system response includes activating a red LED as a visual warning indicator, sounding a
buzzer to provide an audible alarm, rotating the SG90 servo motor to simulate an automatic door-locking
mechanism, and displaying the current security status on the OLED display. The OLED screen provides
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real-time information, such as system mode, intrusion detection status, and sensor activity, allowing users
to monitor the operation of the security system during simulation.

Conversely, when neither the PIR sensor nor the ultrasonic sensor detects suspicious activity, the
system remains in standby mode. During this state, the Arduino continuously monitors sensor inputs while
maintaining normal operating conditions without activating any alarm devices. This continuous monitoring
mechanism enables the system to respond immediately whenever an abnormal condition occurs.

A modular design approach was adopted in this research, allowing each hardware component—
including the PIR sensor, HC-SR04 ultrasonic sensor, OLED display, buzzer, LED, and servo motor—to
be developed and tested independently before being integrated into the complete system. This approach
simplifies troubleshooting and debugging, improves system maintainability, and enhances the overall
reliability and scalability of the proposed IoT-based smart home security system.

2.3 Prototype Development

The prototype development phase was carried out using the Wokwi simulation platform. All
electronic components were assembled according to the design created in the previous phase. Each sensor
was connected to an Arduino Uno input pin, while the actuator was connected to the output pin according
to the program's requirements.

Once the circuit was complete, the next step was to write the program using the C++ programming
language in the Arduino IDE. The program was designed to read data from the sensors in real time, process
it using an if-else structure, and then activate the actuator according to predetermined conditions.

The prototype development phase also included validating pin connections, checking program
logic, and synchronizing communication between the sensors and actuators. If errors were found during the
simulation, debugging was performed until all components functioned as designed.

e -
:

) T 3
77 "orerral (mm's) X 2

Fig 1. The initial series of smart home security with the wokwi application

2.4 Program Implementation

Program implementation is the process of applying the designed algorithm to the Arduino Uno
microcontroller. The program is written in C/C++ and utilizes several libraries such as Servo.h, Wire.h,
Adafruit GFX.h, and Adafruit SSD1306.h to control the servo motor and OLED display. The program
begins with the initialization of all input and output pins, followed by the configuration of the sensors and
output devices. After the initialization process is complete, the Arduino will repeatedly execute the main
function (loop). In each cycle, the Arduino reads data from the PIR and HC-SR04 sensors and determines
the system state based on the received values. If the PIR sensor detects motion or the ultrasonic sensor
detects an object within a predetermined distance, the system will activate an alarm, light an LED, move
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the servo to the locked position, and update the information on the OLED display. Conversely, if there is
no suspicious activity, the system remains in normal condition and displays a safe status.

INITIALIZATION
Set pin modes (input/output)
Initialize PIR sensor

Initialize HC-SR04 ultrasonic sensor

Initialize Servo motor
Initialize Buzzer

Initialize LED

Initialize OLED display (12C)
Set initial values and variables

Display "SMART HOME - SYSTEM READY"

Status = STANDBY

v

/[
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Distance = -- cm
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¥

[ MAIN LOOP

READ SENSOR DATA
Read PIR sensor (motion)
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Read HC-SRO04 ultrasonic sensor

- Display distance value
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by PIR sensor?

MOTION DETECTED
(OBJECT FAR)
Turn ON LED
Turn ON Buzzer
Keep Servo in LOCK position
Display on OLED.
"Status = PERINGATAN"
"Gerakan Terdoteksi"
"Distance = xx cm”

Status = PERINGATAN
(WARNING)

— Flow Direction

| Start/End

| Initialization / Process

[

[

[ | Display Information

[ | Decision

[ | Condition Check

[ | High Risk Action
Warning / Alert Action

[ | Normal / Safe Action

SENSOR INFORMATION

i - PIR Sensor
- HC-SRO4
Threshold

Detects motion (1 = Motion) |
Measures distance (cm)
< 20 cm (Object Near)

- LED (Red)
- Buzzer
i - Servo Motor

- OLED Display

Indicator
Alarm sound

Door lock mechantism

(LOCK / UNLOCK) i
Shows distance and status |

« Tum ON LED
- Turn ON Buzzer

- Display on OLED:
“Status = BAHAYA"

"Distance = xx cm’"

MOTION + OBJECT NEAR
(HIGH RISK CONDITION)

FAR CONDITION
(NO MOTION & OBJECT FAR)
- Turn OFF LED
- Turn OFF Buzzer
= Move Servo to UNLOCK position
- Display on OLED:
“Status = AMAN"
"Distance = xx cm®

Status = AMAN (SAFE)

OBJECT NEAR
(NO MOTION)
Turn ON LED
Turn ON Buzzer
Move Servo to LOCK position
Display on OLED:
"Status = BAHAYA"™
"Object Near!!"
"Distance = xx cm"

Status = BAHAYA (DANGER)

= Move Servo to LOCK position

"Gerakan + Objek Dekat!"

Status = BAHAYA (DANGER)

DELAY
(Short delay)

2.5 System Testing

Fig 2. Flowchart program implementation

System testing was conducted to evaluate whether all functions of the proposed smart home
security system operated according to the research objectives. All tests were performed using the Wokwi
Simulator by applying several predefined testing scenarios that represent different environmental
conditions. The simulation environment allows the functionality of the hardware components and control
algorithm to be verified before implementation on physical devices.

The testing process focused on evaluating the performance of both sensors and actuators under
various operating conditions. The observed parameters included the ability of the PIR sensor to detect
human motion, the accuracy of the HC-SR04 ultrasonic sensor in measuring object distance, the response
time of the servo motor, LED, and buzzer, the correctness of the information displayed on the OLED screen,
and the overall functionality of the control logic implemented on the Arduino Uno.

Table 2. System Testing Scenarios

No. Testing Scenario

Expected Result

detected

2 Motion detected by the PIR sensor
An object is detected at a distance The servo motor moves to simulate door locking, and the alarm

No object detected and no motion

of less than 20 cm

Motion detected and object located

within the predefined

distance

The system remains in standby mode.

is activated.

All output devices (LED, buzzer, servo motor, and OLED
display) operate simultaneously according to the programmed

logic.

The red LED and buzzer are activated as warning indicators.
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No. Testing Scenario Expected Result

The environment returns to normal  The system returns to standby mode and resumes continuous

5 . _
conditions monitoring.

Each testing scenario was repeated several times to ensure the consistency and reliability of the
proposed system. The observed results were recorded and compared with the expected outcomes to
determine whether each component functioned correctly. The testing results were then analyzed to evaluate
the effectiveness of the integrated smart home security system in detecting potential intrusions and
providing appropriate automatic responses.

2.6 Data Analysis Technique

Data analysis was conducted quantitatively to evaluate the functional performance of the proposed
smart home security system based on the test results obtained from the Wokwi simulator. The analysis
focused on three main parameters: testing success rate, ultrasonic sensor measurement accuracy, and system
response time. Each parameter was analyzed using mathematical calculations to provide measurable
information regarding the system's performance.

1. Testing Success Rate

The testing success rate was calculated by comparing the number of successful test executions
with the total number of tests performed. A test was considered successful when the system response
matched the expected result defined in the testing scenario. The success rate was calculated using the
following formula:

[P=\frac{Ns}{Nt}\times100%]

where (P) represents the testing success rate, (N_s) represents the number of successful tests, and (N _t)
represents the total number of tests performed. The resulting percentage was used to evaluate the
consistency of the system in executing the predefined security functions.

2. Ultrasonic Sensor Measurement Accuracy
The measurement accuracy of the HC-SR04 ultrasonic sensor was evaluated by comparing the
distance measured by the sensor with a reference distance. The percentage error was calculated using the
following formula:
[E=\frac{|dsdr|}{dr}\times100%]

The measurement accuracy was then calculated as follows:
[A=100%-E]

where (E) represents the percentage error, (A) represents the measurement accuracy, (d_s) represents the
distance measured by the sensor, and (d_r) represents the reference distance. Measurements at several
different distances can be used to evaluate the sensor's performance. A lower percentage error indicates that
the sensor measurement is closer to the reference value. This evaluation requires reference measurements
and should not be inferred solely from successful alarm activation.

3. System Response Time
System response time was measured as the time interval between the occurrence or detection of a
triggering condition and the corresponding system response. The observed responses included LED
activation, buzzer activation, servo motor movement, and OLED status updates. The response time was
calculated using the following formula:
[t_r=t2-t1]

where (t r) represents the response time, (t 1) represents the time when the triggering condition was
detected, and (t_2) represents the time when the corresponding output response occurred. To obtain a
representative result, each testing scenario should be repeated several times, and the average response time
should be calculated using the following formula:

[\bar{t}r=\frac{\sum{i=1}"{n}t{r_i}}{n}]
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where (\bar{t}r) represents the average response time, (t{r_i}) represents the response time of the (i)-th
trial, and (n) represents the total number of trials. The calculated values can be used to describe the response
speed of the system during simulation.

The results of these three analyses were used to evaluate the functional consistency, distance measurement
performance, and response speed of the proposed system. All quantitative values were obtained from
recorded test results and were interpreted according to the predefined testing scenarios.

3. RESULTS AND DISCUSSION

System testing was conducted to ensure all components functioned as designed. Based on
simulation results at Wokwi, all sensors and actuators operated properly and were integrated into a single
system.

Initially, when there were no objects in front of the HC-SR04 sensor and the PIR sensor detected
no movement, the system was in a safe state. The OLED displayed the object's distance, the motion status
"No," and the system status "SAFE." In this state, the LED was off, the buzzer did not sound, and the servo
motor was in its initial position (0°) to simulate a closed door.

When an object within 20 cm of the HC-SR04 sensor or PIR sensor detected movement, the system
automatically changed the status to Danger. The red LED lit up as a visual indicator, the buzzer sounded as
an alarm, and the servo motor moved to a 90° position to simulate a closed door mechanism. This
information is also displayed on the OLED in the form of a distance value, a motion status of "PRESENT,"
and a system status of "DANGER."

Once the object has moved more than 20 cm away and no further movement is detected by the PIR
sensor, the system returns to normal. The LED and buzzer will turn off, the servo returns to its initial
position, and the OLED will display the status "SAFE." This demonstrates that the system is capable of
continuous (real-time) monitoring and automatically responding to changing environmental conditions.

Overall, the test results indicate that all components, namely the HC-SR04 sensor, PIR sensor,
OLED display, LED, buzzer, and servo, can work according to the system design. The Smart Home Security
system successfully detected objects and motion, issued alarm alerts, and

S = n

G5 00:12.946 (#)99%

PIR Motion Sensor
Simulate motion

X - pemsssvoaciniors:
UNO

TX - - on
RX m= ARDUINO

- B : GERAKAN
Jarak : 2.02 cm | PIR : GERAKAN
Jarak : 1.92 cm | PIR : GERAKAN
Jarak : 1.92 cm | PIR : GERAKAN
Jarak : 1.53 cm | PIR : GERAKAN
Jarak : 1.92 cm | PIR : GERAKAN .
Fig 3. Smart home security circuit results
Table 3. Testing Results
. . Testin,
Testing Scenario Expected Result g
Result
System is powered on OLED displays the initial system status Successful
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. . Testing

Testing Scenario Expected Result Result
Object distance > 20 cm LED and buzzer remain OFF, servo at 0° Successful
Object distance < 20 cm LED turns ON, buzze; ggunds, servo rotates to Successful

. Alarm is activated and OLED displays

PIR sensor detects motion "DANGER" Successful
No motion detec;sfa?/nd object moves System returns to "SAFE" condition Successful
OLED displays distance and system Information is displayed correctly Successful

status

3.1 Comparison with Previous Studies and Simulation Effectiveness

Based on quantitative testing conducted via the Wokwi platform, the designed IoT-based home
security system demonstrated a high level of performance, achieving an average success rate of 95% to
100% across various testing scenarios. These findings align with prior research indicating that integrating
PIR and HC-SR04 ultrasonic sensors effectively enhances threat detection reliability compared to using a
single sensor. However, when compared to the conventional approach of direct hardware implementation—
common in earlier studies—the Wokwi simulation-based approach proposed in this research offers several
significant strategic advantages:

1. Cost Efficiency: Direct hardware implementation often entails relatively high upfront costs for
procuring physical components (such as the Arduino Uno, sensor modules, servo motors, OLED
displays, and jumper wires), as well as the risk of financial loss due to assembly errors. Using the
Wokwi simulator eliminates these physical component costs during the initial design and
validation stages.

2. Speed and Ease of Debugging: In research involving physical hardware, the process of debugging
wiring or program logic is often time-consuming and prone to physical complications. With
Wokwi simulation, logic errors in C++/Arduino IDE code and pin connection issues can be
identified in real-time via the Serial Monitor and direct visualization, thereby accelerating the
system iteration and refinement process.

3. Mitigating the Risk of Component Damage: Incorrect power polarity or short circuits in actual
hardware pose a risk of damaging microcontroller or sensor components. Wokwi simulation
provides a risk-free testing environment, allowing developers to explore various extreme control
logic scenarios without the worry of damaging physical devices.

However, a primary limitation of this simulation approach is that the system's performance has not
yet been tested against real-world physical environmental factors, such as signal noise interference affecting
the ultrasonic sensors or power supply voltage fluctuations. Therefore, the validation results obtained via
Wokwi serve as a robust and efficient foundation prior to the system's future physical implementation on
actual hardware.

4. CONCLUSION

This study successfully designed and implemented an Internet of Things (IoT)-based smart home
security system using an Arduino Uno and the Wokwi simulation platform. The developed system
integrates a PIR motion sensor, an HC-SR04 ultrasonic sensor, a servo motor, a buzzer, a red LED, and an
OLED display to provide automatic monitoring and security responses. Based on the testing results, all
predefined testing scenarios were completed successfully. The system was able to accurately detect human
motion and nearby objects, activate visual and audible alarms, control the door-locking mechanism through
the servo motor, and display real-time security information on the OLED display. These results indicate
that the proposed system performs according to the designed control logic and effectively demonstrates the
feasibility of an IoT-based smart home security solution.

One of the main advantages of this research is the use of the Wokwi simulation platform, which
enables the design, implementation, debugging, and functional verification of the system without requiring
physical hardware. This approach reduces development costs, minimizes hardware-related risks, and
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simplifies the testing process while maintaining system functionality. In addition, the integration of multiple
sensors improves the reliability of intrusion detection compared with systems that rely on a single sensing
device.

However, this study also has several limitations. The proposed system was evaluated only in a
simulation environment and has not been validated using real hardware under actual environmental
conditions. Furthermore, the system operates locally and does not yet support remote monitoring, cloud-
based data storage, or smartphone notifications, which are important features for modern loT applications.

Future research should focus on implementing the proposed system using physical hardware and
evaluating its performance in real-world environments. Additional features, such as Wi-Fi connectivity
through ESP8266 or ESP32, cloud integration, mobile application support, real-time notifications, image
or video monitoring, and machine learning-based intrusion detection, can also be incorporated to improve
the intelligence, scalability, and practicality of the smart home security system. These enhancements are
expected to increase the effectiveness and reliability of the proposed system for practical residential security
applications.
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