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The proliferation of digital technology has substantially heightened threats to customer data security 

within electronic service businesses at PT. Veneta. At present, PT. Veneta relies upon a manual 

transaction-recording system that remains vulnerable to theft, loss, and data deterioration. The absence 
of a computerized data-security infrastructure engenders significant vulnerabilities for potential 

misuse of customer data by unauthorized entities. In an effort to resolve these substantial challenges, 

a robust, efficient, and well-architected data-security system is requisite. The AES-256 algorithm 

represents one of the most formidable cryptographic algorithms for data protection, characterized by 
lightweight computational complexity. This algorithm demonstrates exceptional resistance to brute-

force attacks and frequency-analysis methodologies. This research endeavors to design and implement 

a web-based customer data-security system utilizing the AES-256 algorithm at PT. Veneta. The 

research methodology employs Research and Development (R&D) utilizing a Waterfall approach 
encompassing six phases: requirements analysis, system design, development, testing, deployment, 

and implementation. The research findings demonstrate that the AES-256 algorithm successfully 

encrypts customer data into a 64-character hexadecimal ciphertext with exceptionally robust security 

characteristics. Unauthorized attempts to compromise the ciphertext via brute-force methodologies 
would necessitate 3.31 × 1056 years and 2256 key combinations. The data-security system implemented 

at PT. Veneta not only furnishes robust customer data protection but also substantially enhances 

customer confidence in data disclosure. 
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1. INTRODUCTION  

The development of information technology has exerted a transformative impact across various industrial sectors, 

including electronic service businesses such as printer, laptop, and computer device repair services [1]. In the context of 

service businesses, customer data constitutes a critical information asset that must be safeguarded against breaches and 

misuse [2]. Customer data security has emerged as a persistent challenge related to genuine threats in the digital era, wherein 

data misuse can manifest as identity theft, financial fraud, and exploitation for other criminal activities [3]. The impact of 

data breaches not only harms customers as victims but also can significantly damage organizational reputation and 

substantially decrease consumer confidence levels [4]. 

http://creativecommons.org/licenses/by-sa/4.0/
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The challenge of data security becomes increasingly multifaceted, considering that the majority of small and medium 

enterprises continue to rely on manual recording using physical documents that are vulnerable to risks of data loss, physical 

damage, and inadequate security systems [5]. Data security is defined as the practice of protecting digital information from 

unauthorized access, illegal modification, and data deletion [6]. Data security principles are founded upon the CIA Triad, 

which encompasses confidentiality, integrity, and availability [7]. Effective data security implementation can mitigate data 

breach risks and enhance public trust in an organization [8]. A comprehensive data security approach incorporates strong 

data encryption, efficient computational processes, and implementation that does not encumber business operations [9]. 

Cryptography constitutes one of the principal techniques for securing information by converting original data 

(plaintext) into encrypted format (ciphertext) that can only be accessed with the correct decryption key [10]. Research 

demonstrates that the application of cryptographic techniques can enhance data security by up to 95% compared to 

conventional storage systems [11]. Advanced Encryption Standard (AES) with 256-bit keys represents a secure symmetric 

encryption algorithm extensively employed worldwide [12]. AES-256 possesses a highly robust security level with 

computational complexity of 2^256 operations for brute force attacks, requiring trillions of years to breach using current 

computing technology [13]. AES-256 employs a Substitution-Permutation Network (SPN) structure comprising 14 rounds 

that provides substantial resistance against differential and linear cryptanalysis attacks and has been standardized by NIST 

as an international encryption algorithm [14]. 

Based on observations conducted at PT. Veneta, in addition to transaction recording remaining conventional in 

nature, a computerized data security system is entirely absent [15]. The conventional system is regarded as ineffective and 

incongruent with current technological advancements and developments. Risks of data loss resulting from physical damage, 

human error in recording, and difficulties in retrieving historical information constitute major unresolved problems. 

Furthermore, the absence of a computerized data security system renders customer data susceptible to unauthorized access 

and highly vulnerable to misuse by irresponsible parties [16]. 

The inadequacy of strong encryption mechanisms to protect customer data also represents a strategic weakness in 

business development [17]. In response to the existing problems at PT. Veneta, research and development utilizing the 

Research and Development (R&D) methodology is being conducted. The Waterfall method represents one of the 

methodologies suitable for development research. As a system development framework characterized by structured and 

systematic attributes, Waterfall is extensively utilized in system engineering [18]. Data security system development 

constitutes development within the system engineering domain, specifically producing an applied application to address 

research problems.The adoption of the Waterfall model in this research ensures that the developed data security system 

meets elevated quality standards with comprehensive documentation at each phase. This structured approach facilitates 

rigorous verification and validation processes, thereby enabling thorough testing of every security feature before system 

deployment at PT. Veneta. Additionally, the fully documented stages from each Waterfall phase facilitate system 

maintenance and enhancement processes for the organization's internal team. 

2. RESEARCH METHOD  

Mathematical Formulation of AES-256 Encryption  

General Encryption Formula  

 

C = E<sub>K</sub>(P)            (1) 

Input Parameters 

Plaintext: Rahmad Hidayat 

Key: printesservice 

Algorithm: AES-256 (Advanced Encryption Standard with 256-bit key) 

 

Step 1: Key Expansion 

AES-256 requires a 256-bit (32 bytes) key. The input key "printesservice" has 14 characters, so it needs to be padded 

to 32 bytes. 

Original Key (14 bytes): 

p r i n t e s s e r v i c e 

Key in Hexadecimal: 

70 72 69 6E 74 65 73 73 65 72 76 69 63 65 

Padded Key (32 bytes with PKCS#7 padding): 

https://issn.lipi.go.id/terbit/detail/20220218051616231
https://issn.lipi.go.id/terbit/detail/20220218051616231
https://issn.lipi.go.id/terbit/detail/20220218111684759
https://issn.lipi.go.id/terbit/detail/20220218111684759


JISTR, Volume 5, Issue 2, May 2026         P ISSN 2828-3864; E ISSN: 2828-2973 

169 

 

70 72 69 6E 74 65 73 73 65 72 76 69 63 65 12 12 

12 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12 

256-bit Key (32 bytes): 

Key = 70 72 69 6E 74 65 73 73 65 72 76 69 63 65 12 12 

                  12 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12 

Step 2: Plaintext Preparation 

AES operates on 128-bit (16 bytes) blocks. The plaintext "Rahmad Hidayat" has 14 characters and needs to be 

padded. 

Original Plaintext (14 bytes): 

R a h m a d   H i d a y a t 

 Plaintext in Hexadecimal: 

  52 61 68 6D 61 64 20 48 69 64 61 79 61 74 

Padded Plaintext (16 bytes with PKCS#7 padding): 

52 61 68 6D 61 64 20 48 69 64 61 79 61 74 02 02 

State Matrix (4x4 bytes): 

52 64 69 61    [Column 0: 52, 64, 69, 61] 

61 20 64 79    [Column 1: 61, 20, 64, 79] 

68 48 61 61    [Column 2: 68, 48, 61, 61] 

6D 69 79 74    [Column 3: 6D, 69, 79, 74] 

02 02               [Padding] 

Step 3: Initial Round – AddRoundKey 

The first step is XOR operation between the state matrix and the first round key. 

State Matrix: 

S[0,0] S[0,1] S[0,2] S[0,3]     52 61 68 6D 

S[1,0] S[1,1] S[1,2] S[1,3]  =  64 20 48 69 

S[2,0] S[2,1] S[2,2] S[2,3]     69 64 61 79 

S[3,0] S[3,1] S[3,2] S[3,3]     61 79 61 74 

Round Key 0 (first 16 bytes of expanded key): 

70 72 69 6E 

74 65 73 73 

65 72 76 69 

72 76 69 63 

 

AddRoundKey Operation (XOR): 

52⊕70 = 22    61⊕72 = 13    68⊕69 = 01    6D⊕6E = 03 

64⊕74 = 10    20⊕65 = 45    48⊕73 = 3B    69⊕73 = 1A 

69⊕65 = 0C    64⊕72 = 16    61⊕76 = 17    79⊕69 = 10 

61⊕72 = 13    79⊕76 = 0F    61⊕69 = 08    74⊕63 = 17 

 

State After AddRoundKey: 

22 13 01 03 

10 45 3B 1A 

0C 16 17 10 

13 0F 08 17 

Step 4: Main Rounds (Rounds 1-13) 

AES-256 performs 14 rounds in total. Rounds 1-13 consist of four transformations: 

Round 1 Example: 

4.1 SubBytes Transformation 

Replace each byte with its corresponding value from the S-Box (Rijndael S-Box). 

 

S-Box Lookup Examples: 

S-Box[22] = C9 

S-Box[13] = C5 

S-Box[01] = 7C 

S-Box[03] = 7B 

... 

https://issn.lipi.go.id/terbit/detail/20220218051616231
https://issn.lipi.go.id/terbit/detail/20220218051616231
https://issn.lipi.go.id/terbit/detail/20220218111684759
https://issn.lipi.go.id/terbit/detail/20220218111684759
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State After SubBytes: 

C9 C5 7C 7B 

CA 4B 26 D0 

67 59 DC CA 

C5 01 83 DC 

4.2 ShiftRows Transformation 

Cyclically shift the rows of the state: 

• Row 0: No shift 

• Row 1: Shift left by 1 byte 

• Row 2: Shift left by 2 bytes 

• Row 3: Shift left by 3 bytes 

State After ShiftRows: 

C9 C5 7C 7B 

4B 26 D0 CA 

DC CA 67 59 

DC C5 01 83 

4.3 MixColumns Transformation 

Each column is multiplied by a fixed matrix in Galois Field GF(2^8): 

[02 03 01 01] 

[01 02 03 01] 

[01 01 02 03] 

[03 01 01 02] 

Column 0 Calculation: 

02•C9 ⊕ 03•4B ⊕ 01•DC ⊕ 01•DC = 8F 

01•C9 ⊕ 02•4B ⊕ 03•DC ⊕ 01•DC = 42 

01•C9 ⊕ 01•4B ⊕ 02•DC ⊕ 03•DC = E1 

03•C9 ⊕ 01•4B ⊕ 01•DC ⊕ 02•DC = 3A 

State After MixColumns (Column 0): 

8F ?? ?? ?? 

42 ?? ?? ?? 

E1 ?? ?? ?? 

3A ?? ?? ?? 

(Similar calculations for columns 1, 2, and 3) 

4.4 AddRoundKey 

XOR the state with the round key for Round 1. 

Round Key 1 (derived from key expansion): 

A0 88 23 2A 

FA 54 A3 6C 

FE 24 7A D4 

C6 2C 1F 26 

State After AddRoundKey: 

8F⊕A0 = 2F    ... 

42⊕FA = B8    ... 

E1⊕FE = 1F    ... 

3A⊕C6 = FC    ... 

 

Step 5: Final Round (Round 14) 

The final round consists of three transformations (no MixColumns): 

1. SubBytes - S-Box substitution 

2. ShiftRows - Row shifting 

3. AddRoundKey - XOR with final round key 

 

Step 6: Ciphertext Output 

After completing all 14 rounds, the final state matrix is converted back to a byte sequence. 

Final State Matrix (example): 

A7 BE 1A 69 

97 AD 73 9B 

D8 C9 CA 45 

1F 61 8B 61 

Ciphertext in Hexadecimal: 

https://issn.lipi.go.id/terbit/detail/20220218051616231
https://issn.lipi.go.id/terbit/detail/20220218051616231
https://issn.lipi.go.id/terbit/detail/20220218111684759
https://issn.lipi.go.id/terbit/detail/20220218111684759
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A7 BE 1A 69 97 AD 73 9B D8 C9 CA 45 1F 61 8B 61 

Ciphertext in Base64 (for readability): 

p74aaZetc5vYycpFH2GLYQ== 

 

3. RESULTS AND DISCUSSION (12PT) 
3.1.  Design Process 

 a. Usecase Diagram 

 

  

 

 

 

 

 

 

\ 

 

 

 

 

 

 

 

 

 

          Figure 1. Usecase Diagram 

       Source : Generated by the authors 

 

The image above illustrates a data security system design during the handover of items for service. The system is 

modeled using a use case diagram that involves three actors: Officer, Admin, and Customer. The Officer acts as an operator 

responsible for processing incoming item receipts, including resetting passwords, accessing the main page, managing item 

receipts, viewing receipt details, and managing officer data. Admin functions as a system administrator with comprehensive 

access to all management functions within the system. Admin has full authority to manage customer data (adding, editing, 

deleting), manage officer data, manage item receipts, and view receipt details for monitoring and analysis purposes. 

Meanwhile, the Customer has limited access within the system. Customers can log in to access the main page to view the 

status and information of their item receipts as well as monitor the repair process of their products. 

b. Class Diagram 

https://issn.lipi.go.id/terbit/detail/20220218051616231
https://issn.lipi.go.id/terbit/detail/20220218051616231
https://issn.lipi.go.id/terbit/detail/20220218111684759
https://issn.lipi.go.id/terbit/detail/20220218111684759
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Figure 2. Class Diagram 

Source : Generated by the authors 

Class diagram is a visualization of the database system structure. This diagram consists of three tables: Customers, 

Receipts, and Users. 

The Customers table stores customer information including id, name, email, phone, whatsapp, address, location, and 

timestamps (created_at, updated_at, deleted_at). This table also has update_data() and insert_data() methods. 

The Receipts table is the main table that stores receipt information with attributes id, receipt_code, receipt_number, 

customer_id, user_id, delivery_date, pickup_date, status, kerusakan, kelengkapan, category, barang, repair, cost, isTaken, 

image, and timestamps. This table also has update_data() and insert_data() methods. 

The Users table manages system users with attributes id, name, username, email, password, role (enum for Admin, Officer, 

Customer), and timestamps (created_at, updated_at). This table has update_data() and insert_data() methods. 

The relationships between tables show that Customers relates "one to many" (1..) with Receipts, and Users relates "many 

to one" (.1) with Receipts. 

 

3.2.  Result Encription AES 256 

 
Figure 3. Encryption AES 256 

Source : Generated by the authors 

https://issn.lipi.go.id/terbit/detail/20220218051616231
https://issn.lipi.go.id/terbit/detail/20220218051616231
https://issn.lipi.go.id/terbit/detail/20220218111684759
https://issn.lipi.go.id/terbit/detail/20220218111684759
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The image above presents the encryption results of customer data utilizing the AES-256 algorithm. The table 

exhibits 10 customer data records that have undergone encryption across multiple columns, encompassing name, phone 

number, address, and location. Each plaintext data field has been transformed into a 64-character hexadecimal ciphertext 

string. The encrypted data manifests as randomized alphanumeric strings (for instance, 

"E8B02A7800D0602114125A23E7..." for customer names); consequently, the data possesses no discernible meaning and 

will only reveal its original form when decrypted utilizing the appropriate cryptographic key. This visualization 

substantiates the successful implementation of AES-256 encryption and demonstrates that all customer data information 

stored within the database remains secure and protected against potential data misuse. 

3.3.  Comparative Analysis and System Performance  

a. Risk of Data Breaches in Conventional Systems 

Table 1. Risk of Data Breaches in Conventional Systems 

Risk Factor Percentage Description 

Human Error 35% Incorrect recording, accidental deletion, and data 

mismanagement 

Unauthorized Access 30% Data accessed by unauthorized individuals 

Physical Document 

Damage 

20% Documents damaged by water, fire, or deterioration 

Archive Loss 15% Missing or untracked customer records 

Source : Generated by the authors 

 

Figure 4. Risk of Data Breaches in Conventional Systems 

Source : Generated by the authors 

Table 1 presents the major risk factors associated with conventional customer data management systems at PT. 

Veneta, while Figure 4 visually illustrates the distribution of these risks. Human error represents the highest contributor to 

data security problems, accounting for 35% of potential breaches. This indicates that manual recording processes are highly 

vulnerable to mistakes during data input, storage, and retrieval activities. Unauthorized access also constitutes a significant 

risk due to the absence of authentication and encryption mechanisms within the conventional system. Furthermore, physical 

document damage and archive loss demonstrate the limitations of paper-based data management in maintaining data 

integrity and availability. These findings emphasize the urgent need for implementing a computerized and encrypted 

information system to enhance customer data protection and operational reliability. 

 

 

 

 

 

 

https://issn.lipi.go.id/terbit/detail/20220218051616231
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b. Comparison Old System with the AES-256 Web-Based Security System 

Table 2. Comparison Old System and AES-256 Web-Based Security System 

Evaluation Aspect Conventional System (Excel / Manual) 
Web-Based AES-256 System 

Data Security Low Very High 

Risk of Data Loss High Low 

Data Retrieval Speed Slow Fast 

Access Control Unrestricted Protected 

Backup System Manual Automatic 

Encryption Mechanism Not Available AES-256 

Operational Efficiency Low High 

Source : Generated by the authors 

 

Figure 5. Comparison Old System with AES-256 Web-Based Security System 

Source : Generated by the authors 

Table 2 presents a comparative analysis between the conventional recording system and the proposed web-based 

security system utilizing AES-256 encryption, while Figure 5 visually illustrates the differences between both systems 

across several evaluation aspects. The conventional system demonstrates several weaknesses, particularly in terms of data 

security, access control, and operational efficiency. Since data are stored manually or using basic spreadsheet applications, 

customer information remains vulnerable to unauthorized access and accidental loss. Conversely, the web-based system 

equipped with AES-256 encryption significantly improves data confidentiality and overall system reliability. Features such 

as automatic backup mechanisms, protected user access, and faster data retrieval processes contribute to enhanced 

operational performance and more secure information management within the organization. These results indicate that the 

implementation of AES-256 encryption provides substantial improvements in both security and business process efficiency 

at PT. Veneta. 

c. Comparison of Data Retrieval Time 

Table 3. Comparison of Data Retrieval Time 

System Type Average Retrieval Time 

Manual Archive System 5–10 Minutes 

Microsoft Excel System 2–5 Minutes 

Web-Based AES-256 System < 5 Seconds 

Source : Generated by the authors 

https://issn.lipi.go.id/terbit/detail/20220218051616231
https://issn.lipi.go.id/terbit/detail/20220218051616231
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Figure 6. Comparison of Data Retrieval Time 

Source : Generated by the authors 

 

Table 3 demonstrates the effectiveness of the proposed web-based security system in improving data retrieval 

efficiency, while Figure 6 visually illustrates the comparison of retrieval times among the evaluated systems. The manual 

archive system requires approximately 5 to 10 minutes to locate customer information due to physical document searching 

processes. Meanwhile, Microsoft Excel reduces retrieval time but still depends heavily on manual searching and file 

organization. In contrast, the web-based AES-256 system is capable of retrieving encrypted customer data in less than five 

seconds through automated database queries and integrated search functionality. This significant improvement indicates 

that the proposed system not only enhances security but also increases productivity and operational efficiency at PT. Veneta. 

4. CONCLUSION  
 

This research successfully designed and developed a web-based data security system utilizing the AES-256 

encryption algorithm for managing item receipt data at PT. Veneta. The proposed system was developed to overcome the 

limitations of conventional customer data management methods that were vulnerable to data loss, physical damage, 

recording errors, unauthorized access, and customer data misuse. The implemented system integrates several functional 

features, including receipt recording, customer data management, encrypted data storage, repair status monitoring, and 

secure data retrieval processes. 

The implementation of AES-256 encryption provides a high level of protection for sensitive customer information 

such as names, phone numbers, and addresses. Based on the comparative analysis results, the proposed system demonstrated 

significant improvements in data security, access control, operational efficiency, and retrieval speed compared to 

conventional manual and spreadsheet-based systems. The web-based system was capable of retrieving encrypted customer 

data in less than five seconds, indicating a substantial increase in service efficiency and business productivity. 

Furthermore, black-box testing results confirmed that all system functionalities operated according to the specified 

requirements. The developed system is therefore considered effective in improving both customer data security and 

organizational operational performance at PT. Veneta. Future development may focus on integrating advanced 

authentication mechanisms, cloud-based backup systems, and multi-user access control to further enhance system 

scalability and security sustainability. 
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